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Abstract: The problems of the new industry 4.0 automation paradigm are considered and the latest technologies in
the field of information and communication technologies that stimulate it are analyzed, including cyber-physical systems,
cloud computing, the Internet of things and big data. Some methods of multidimensional, multi-faceted industrial
representation and analysis of big data are proposed. The basics of big data processing using granular computing methods
have been developed. Marked the emergence of the problem of creation of special cognitive tool for constructing artificial
agents, understanding integrated intelligence enterprises. In the process of information protection at the enterprise, it is
proposed to optimize the information system of the enterprise and implement a protection mechanism for each part, as well
as to group the risks for information in this system in a distributed information system.
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Annomayusn: Asmomamiawmupuwinune sueu napaduemacu 6Oynean Industry 4.0 wume myammonapu xypub
YUKUTZHA XamOa YHUHZ axO0pom 6a KOMMYHUKAYUS MEXHOIOUANAPU, MHCYMIAAOAH, Kubep@usux musumiap, Oyiymau
xucobnaw, Humepnem O6ylomiapu 6a Kamma Xadcmiu MAbIYMOMAAPHU PAOAMAAHMUPUWL COXACUOaU dHe AH2U
MEXHON02UANAD MAXAUL Kununean. Kamma xasxcmau MaviyMOMAapHu Kyn Ya4amau, Kyn Kuppanu CAaHOamau ake Smmupuul
6a maxaul KUIuWHUHe Oup Kamua ycyuiapu makiug) smunean. Ipanyianu xucobnawr ycyaudan goudaranud, xamma
XAACMAU MABLIYMOMAAP2A U068 Depuud acocaapu uwinad wuxurean. Mnmezpaiiawiean unmenieKmyan KOpXoHaiap yuyH
MYULYHUWHUNE CYHUTL A2eHMAAPUHU KYDUUWHU MAXCYC KOSHUMUS 8OCUMANAPUHY APAMUUL MYAMMOLAPYU 103d2a KeNeAHIUSU
Kypcamunean. Kopxonaoa ax6opomnapHu XuMOALAW HCaApPAéHuod KOPXOHAHU axOOpom MUUMUHU ORMUMALIAUWIMUPULL
xamoa xap 6up KUcM YUyH XUMOS MEXAHUSMUHU AMAL2A OWUPULL, ULYHUHSOEK MA3KYDP MU3UM YUYH axOopomaap xae@uHu
MAKCUMAAH2AH AXOOPOM MUUMUOA 2YPYXIAU MAKTUGD IMUNCAH.

Tasanuy cyznap: unmeniekmyan axoopom musumu, maxouo, 3au@aux, Mampuya.

Annomayus: Paccmompenvr npobiemul nosotl napaduzmwl asmomamuzayuu Industry 4.0 u npoananusuposearvi
Hogelluue MexHOA02UU 8 0ONACMU CIUMYIUPYIOUWUX ee UHBOPMAYUOHHBIX U KOMMYHUKAYUOHHBIX MEXHOL02UL, SKII0YAs.
Kubepghusuyeckue cucmemvl, ooaaunvle svivucienus, Humepuem eeweii u bonvuuue oannvie. Ilpednodicenvl nekomopwie
CnOCOObI MHO2OMEPHO20, MHO202PAHHO20 RPOMBIULIEHHO20 NPeOCmAsienuss U ananusa 6oavuux oannvlx. Paspabomanui
OCHOBbL 0OPAOOMKU OOTLUIUX OAHHBIX C UCNOIL30BAHUEM MEMOO008 cPAHYIAPHLIX ebluucienutl. Ommeueno 803HUKHOBEeHUE
npobnemvl cO30anUsl CREYUATIHBIX KOSHUMUBHBIX UHCIPYMEHNO8 NOCMPOEHUs. UCKYCCMEEHHbIX A2eHMO8 NOHUMANUSL 0I5l
UHMEZPUPOBAHHBIX — UHMENIEKMYAIbHbIX  npeonpusmuii. B npoyecce sawumor  ungopmayuu Ha npeonpusmuu
npeonazaemcs, ONMUMUUPOSAMb UHGOPMAYUOHHYIO CUCEMY NPEeONPUSMus U pPeaiu308amb MeXaHusm 3auumol OJisl
KaoicOOll 4acmu, a makice CCpynnuposams PUCKU Oisk UHPOPMAyuL 8 ImMotl CUcCmeme 8 pAcnpedeleHHol UHPOPMAYUOHHOU
cucmeme.

Knroueevie cnosa: unmenniexmyanvras UHOOPMAYUOHHASL CUCEMA, YEPO3d, YA36UMOCb, MAMPUYA.

Introduction

In order to effectively protect against information security threats within the enterprise
intelligent information system, it is necessary to determine what types of threats to this information
exist during the information life cycle. Because each enterprise is unique and there is no static
information on threats to protected objects, information security threats at different stages of the life



https://uzjournals.edu.uz/ijctcm/

INFORMATION TECHNOLOGY. INFORMATION SECURITY

cycle, it is necessary to use heuristic methods or expert assessment methods to determine what types of
threats exist [1].

Main part

Reliable risk assessment is a guarantee of effective organization of information protection.
However, there are no well-established methods of estimating the calculation of parameters that
determine information risks. This is due to a number of reasons:

1. The need to take into account when assessing the risk of relevant factors that are qualitative
and do not have elementary measurement properties;

2. The need to include destructive models in the process of assessing risk factors with its goals,
motives, holding factors. Incompleteness and inaccuracy of the corresponding intruder model reduces
the accuracy of the risk analysis;

3. The need to ensure the accuracy and consistency of the emerging assessments of risk;

4. Ability to quantify the final risk estimates for further analytical processing.

The processing of the obtained values is required to be carried out by the method of
hierarchical analysis. The basis of the method is the construction of a multi-level hierarchy through the
decomposition of factors affecting the final goal [2]. Factors spread across different levels of the
hierarchy. The relationship between the factors determines their interdependence in the object under
consideration. The result of the construction of the hierarchy is to determine the degree of influence of
each factor on the final goal.

The advantage of the method is as follows:

- Possibility to use linguistic variables as expert assessments;

- Possibility to include the advantages of the intruder model in the calculation process;

- the ability to evaluate parameters with different scales of incompatibility.

The application of the hierarchical analysis method (HAM) to calculate the threat level
provides an opportunity to identify and analyze the level of impact of each information security threat
in addition to the threat level indicators. In this case, each threat is analyzed by the frequency of
occurrence during the year [2-4]. Once the frequency of threats is determined, it will be possible to
focus protective measures on mitigating the most dangerous threat, thereby effectively reducing the
risk of damage to the protected object. Figure 1 shows an overview of the information flow model.
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Figure 1. Information flow model in the intellectual information system of the enterprise.

The model has the appearance of a hierarchy consisting of the following levels:
- user group level,
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- level of resources;

- level of information views;

- level of business processes of the enterprise.

The individual lines in the model are the relationships that make up an enterprise's information
processes. The model is built in two stages. In the first stage, security experts and enterprise managers
build a model of information flows for their enterprises without taking into account the impacts on
other participants in a particular enterprise. Then, as a separate model is built, it is added to the level
of business processes of the enterprise intelligent information system, as well as additional links
between enterprises at the level of resources and user groups. It will then be ready for evaluation. Once
again, the purpose of evaluating the information flow model is to determine the cost of the enterprise's
intelligent information system resources. In the model, the resource is understood as the nodes of the
intellectual information system of the enterprise: servers, computers, databases - physical objects in
which information assets are stored. Evaluation is carried out on the criteria of value of objects of each
level using the method of hierarchical analysis [5].

(0 P

b b
B=| Z/b1 1 Z/bn

| : (1)
bn- bn [N .
1
\", P, )
where B is a matrix of business processes pair comparison by price criterion.
by
C
BC = bIZ , (2)
by
where, B¢-B is the normalized eigenvector of the priority matrix.
VbiGB, l=1,2,n
a a
/ 1 Ya, -~ a \
a, 1 a,
a en a
0 0 :
K “/a, “/a, 1 /
where A, is the dual comparison matrix of information views.
al a? al
1 1 aen 1
A= & @ e oa ) @
ar a; .. a}
where Ac-A is a matrix of normalized special vectors of the dominance matrix.
VajGA, ]:1,2,k
T T-
[ LA
T- T-
R] — Z/rl 1 Z/r:s ’ (5)

S .1

66



INFORMATION TECHNOLOGY. INFORMATION SECURITY

where R; is the resource pair matrix.
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First of all, business processes that are part of the enterprise are compared in terms of value.
The cross-comparison matrix B (1) is constructed for business processes, the result of the calculation
of the private vector is the business process advantage vector B. (2). For each business process, a
comparison is made on the value of all views of the A; information entered into it. As a result of
evaluating the appearance of information, we obtain the A; matrix, which consists of column-vectors,
which characterizes the predominance of different forms of information in relation to this or that
business process. The information is then analyzed to place it on the resource for each view. R; is a
matrix of comparisons on the value of the information (5) located in the resource, and accordingly R,
(6) is the priority vector. The value of the information contained in each specific resource is calculated
according to formula (9). Using the current model, the value of the information in each resource of the
enterprise information system is calculated, giving the cost of a particular business process. For ease of
valuation, it is necessary to determine the value of its business processes in advance, separately within
each enterprise. Usually this is easy enough to do because the business has a guide to information
about the benefits that different aspects of its activities bring. A separate enterprise-wide assessment
simplifies the assessment procedure for experts and significantly reduces the maturity of matrices [5-6-
7].

The user group level is included in the model for its completeness in context. This level is not
used during the operation of an automated information security management system. However,
security administrators can identify the group of users with access to the most valuable information by
evaluating this level using expressions (7), (8), (10). This may be the basis for strengthening
information protection management measures against employees of the enterprise belonging to this
group. Taking resource value assessments, we move on to the threat and vulnerability analysis model.

67



CHEMICAL TECHNOLOGY. CONTROL AND MANAGEMENT.

Ne4 / 2020

The purpose of analyzing this model is to determine the level of threat to information resources. An

overview of the threat and vulnerability model is shown in Figure 2.

The threat and vulnerability model includes the following levels: the level of enterprise
business processes; level of information views; level of resources; level of threats and vulnerabilities.
The analysis of this model is also carried out by the method of hierarchy analysis. A pair of
comparison matrices is constructed for each level of the model. Based on the vectors of priorities
obtained, the assessment of the level of threats to the information security of the enterprise.
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Figure 2. A model of threats and vulnerabilities in an enterprise integrated information environment.
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where U is the normalized eigenvectors of the U priority matrix.
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The threat analysis procedure is based on two criteria: the frequency of the threat and the
magnitude of the damage seen when the threats are realized. In this case, the criterion of "magnitude of
damage" refers to the potential threat threatening [8-9].
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Intelligent systems are now used in many information protection processes because the
efficiency and reliability of these systems are considered to be much higher [10]. If neural networks
are used in the development of the defense mechanism, a significant increase in the operating speed of
the system can be achieved, and an increase in speed does not reduce the reliability of the system [11].

Conclusion

In summary, the first step of the analysis is to construct a matrix comparing Ta threats
according to the frequency criterion of occurrence. A vulnerability comparison matrix Zv is then
constructed for each threat, with a priority vector Zc indicating the most probable path to realizing the
threats. The matrix of the impact of information threats on resources is then assessed for the greatest
loss corresponding to the established relationships. After this step, the threat risk can be calculated
according to formula (21). Additional features of the threat and vulnerability model allow the company
to assess the impact of this or that threat on individual business processes and the business processes of
the whole enterprise, the appearance of information.

References:

1. Bekmuratov T.F. Mul'tiagentnaya gibridnaya nechetko-neyronnaya e kspertnaya sistema informacionnoy bezopasnosti
[/l Problemy" informatiki i e nergetiki - 2013 - Vy'p. 3-4. S. 3-14.

2. Men'shih V. V., Spiridonova N. E. Ocenki vozmojnosti nesankcionirovannogo dostupa v informacionnuyu sistemu s
pomosch"yu metoda analiza ierarhiy // Tehnika i bezopasnost' ob’ektov ugolovno-ispolnitel'noy sistemy' : shornik
materialov mejdunarodnoy nauchno-prakticheskoy konferencii. - Voronej, 2018. - S. 241-244.

3. Filippov V. V., Romanov M. S. Sravnitel'ny'y analiz sovremenny'h integrirovanny'h sistem bezopasnosti // Aktual'ny'e
voprosy' e'kspluatacii sistem ohrannogo monitoringa i zasch'isch’'enny'h telekommunikacionny'h sistem : sbornik
materialov vserossiyskoy nauchno-prakticheskoy konferencii. - Voronej, 2018. - S. 87-88.

4. Romanov M. S., Grechany'y S. A. Zadacha razrabotki matematicheskih modeley optimal'noy territorial'no
raspredelennoy sistemy' centralizovannogo nablyudeniya Rosgvardii // Vestnik Voronejskogo instituta MVD Rossii. -
2018. - Ne 2. - S. 94-101.

5. Kocy'nyak M.A., lvanov D. A. Obespechenie bezopasnosti upravleniya robotizirovanny'h sistem ot vozdeystviya
targetirovanny'h  kiberneticheskih atak // Tezisy' dokladov XVI Vserossiyskoy nauchnoy konferencii
«Neyrokomp'yutery' i ih primenenie» (Moskva, 13 marta 2018). M.: Izd vo FGBOU VO MGPPU, 2018. S. 108 A.

6. Saati T. L. Otnositel'noe izmerenie i ego obobsch'enie v prinyatii resheniy. Pochemu parny'e sravneniya yavlyayutsya
klyuchevy'mi v matematike dlya izmereniya neosyazaemy'h faktorov // Cloud Of Science". 2016. T. 3. Ne 2. C. 171-
262.

7. Matveev V.A., Morozov A.M., Bel'fer R.A. Ocenka urovnya riska ugrozy' bezopasnosti froda v seti VolIP po protokolu
SIP // E’lektrosvyaz'. 2014. Ne 6. S. 35-38.

8. Bel'fer R.A., Kalyujny'y D.A., Tarasova D.V. Analiz zavisimosti urovnya riska ugroz bezopasnosti setey svyazi ot
e kspertny'h danny'h pri raschetah s ispol'zovaniem teorii nechetkih mnojestv / Voprosy' kiberbezopasnosti. 2014. Ne 1
(2). S. 61-67.

9. Solov'ev S.V., Mamuta V.V. Primenenie apparata neyrosetevy'h tehnologiy dlya opredeleniya aktual'ny'h ugroz
bezopasnosti informacii informacionny'h sistem // Naukoemkie tehnologii v kosmicheskih issledovaniyah Zemli. 2016.
Ne5 (8). S. 78-81.

10. Vasil'ev V.1. Intellektual’'ny'e sistemy' zasch'ity' informacii. 2017 g.

11. Bekmuratov Tulkun Fayzievich, Botirov Fayzullajon Bakhtiyorovich, Haydarov Elshod Dilshod ugli, Electronic spam
filtering based on neural networks, Chemical technology. Control and management, 2020, Ne3(93), p. 59-65.

70



