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This article proposes a distributed system model for key management. The
proposed model provides the ability to store keys in a smartphone, and access to
keys from other devices. The system described in the model consists of 3 modules.
Module 1 has computer version and smartphone version, and serves to send a
request for signing, signature verification, hashing. The module 2, a smartphone
software, provides key pair generation, storing, archiving keys, encrypting and
decrypting, export/import keys, keys access control, and destroying keys. The
module 3, web service, provides communication of the first and second modules.

Keywords: key access, key management, digital signature, QR Code,
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Ymly mMakonana Kpunrorpa@uk KaauTiapHu OOMIKAPUITHUHT TaKCUMJIAHTaH
TU3UMHU MOJACTU Takiu@ KuiuHrad. Takinm KUIMHAETTaH MOAEN KaJlWTIapHU
cmaptdoHnapaa cakiaad, yHAaH Oolka KypuiMmaiapaa (podjganaHuil UMKOHUHHU
aparaau. Moaenna TaBcu(IaHraH TU3UM TaKCHMJIAHTAH TU3UM XHCOOnaHuo, 3 Ta
MonynaaH wubopar. 1-Momyn KOMIBHOTEp Ba cMapTdOHIApAa WIUIAWIUraH
BepcHsapra sra OYynm0, >MEKTPOH pPaKamJId MM30HHW SpaTWll YUYYH CYPOBIAPHU
y3aTUll, JIEKTPOH PaKaMJIM MM30HHU TEKIIUPULI, X3 KMAMAaTHU XucoOmall yuyH
XU3Mar KWiagd. 2-Moayn CcMapTgOHIa WUUIAlra MYyJDKaJlaHraH Oymmo,
ACUMMETPUK  aJITOpUTMIIap Ky(PT KaIMDIApUHU TeHepalusiall, CakJalll,
apxuBlIall, KaMmiapaaH wudpram Ba jAcmudpaam  yuyH  (oiinanaHu,
AKCHOPT/UMIOPT KWJIMIL, KaIuTra MypoXkaaTHH OOILIKApUIL, XaMJa KaJuTIapHH
Vunpuil (QyHKIUSUTAPUHA TaKAUM 3Taad. 3-MOAya BeO cepBUC xucoOmaHuO, 1- Ba
2-MoayJIap ajloKalapUHU TabMUHJIALT YUyH XU3MaT KUJIa .

Taanu wubopanap: xanuTra Mypo’kaaT, KajJuTHU OOILIKAPHUIN, JJIEKTPOH
pakamyu um30, QR ko, cmaprdone.

Hacrodmas craress npemiaracT MOIENb PACHPEACTICHHONW CHCTEMBL s
yHOpaBiaeHUs Kiatodamu. [IpenioKeHHbI MOJENb MPEAOCTABISET BO3MOMXKHOCTH
XPaHEHUs KIIFOYEH B cMapT@OHE, U MOIb30BAHUS KIIFOYAMH C APYTHUX YCTPOHCTB.
Cucrema, ONMCAaHHBIA B MOJENN, COCTOUT M3 3 MOIYJIEH. 1-MOAYJI UMEET BEPCUM,
paboTaronye B KOMIBIOTEPAX, CMapT(OHAX, U CITYKUTh IJIsl OTIIPABKM 3alpoca Ha
NOJMUCHIBAHUE, TPOBEPKM NOANMCH, BBIYMCIICHWE X€INA MAAHHBIX. 2-MOMIYII,
(QYHKUMOHUPYIOLIMIA HA CcMapTQoHE, MNpenocTaBisieT (YyHKIUMU TeHEpaLu,
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XPaHeHWs,, apXUBMPOBaHWS, LUN(POBAHME W  paclUUPOBaHUE  K/HOYaMMU,
3KCNOPT/MMMNOPT KNKOUeld, KOHTPONb A0CTYNA K K/KUaM, YHUUTOXEHUN KHOYei. 3-
MoAyn, Beb cepBucC, 06ecrneunBaeT CBA3 NepPBOro 1 BTOPOro MOAyNs.

Kntouesble CN1oBa: AOCTYN K KoYy, yNpaBneHus Knoyamu, Ludposas
noanuck, QR Kof, cMapThOoH.

I. INTRODUCTION

Legal entities and individual entrepreneurs are required electronic digital
signature for using most of the interactive services of state organizations in
Uzbekistan. Electronic digital signature is used for identify, verify the integrity of
electronic documents, etc. Digital certificate and private key are provided in an
encrypted PFX format. Digital signature owners store PFX file in flash media and
in computer. Practical implementation of storing digital certificate and private key
in tokens or in smart cards are very difficult for the majority of the population.
Interactive services are offered in the form of web services, web applications and /
or mobile applications. For some interactive services it is convenient to use a
computer or laptop, and for others a smartphone. Thus, it becomes necessary to use
the key in different devices for different types of applications. Considering that the
majority owns smartphones, we offer a method of storing digital certificates and
private keys in smartphones, and a model of accessing keys for signing and
verification signatures from different computers, laptops and smartphones. In our
model, we used a cryptographic module in a smartphone that is responsible for key
management, a cryptographic module in a laptop or a computer that generates a
signing request and signature verification, as well as an intermediate (web service)
to ensure interactions of these cryptographic modules. The architecture of the
system, which provides implementation of the proposed model, is shown in figure
1.

Cc
Crypto module in
computer, notebook,
smartphone, tablet
PC,...

APP
Client application

http

Cm
Crypto module in
smartphone, tablet
PC,...

http

Figure 1. The architecture of the system
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Cryptographic key management encompasses the entire lifecycle of
cryptographic keys and keys materials. Basic key management guidance was
provided in [1]. A novel Key-Lifecycle Management System (KLMS) was
presented in [2]. The presented KLMS introduces a pattern-based method to
simplify and to automate the deployment task for keys and certificates, also
provides a novel form of strict access control to keys and realizes the first
cryptographically sound and secure access-control policy for a key-management
interface. Developing a cryptographic key management system for distributed
networks was discussed in [3].

The QR code is used in this system for data reading from computer display
by smartphone. In the work [4], QR codes was analyzed from the perspective of
their significance and uses. In [5] Shettar found QR codes as a great technology
which helped library to cater most crucial user demand for access to information
through mobile phones.

II. MAIN PART

We introduce the following notation:

FE — encryption function of public key algorithm

E’ — encryption function of cipher algorithm

D —decryption function of public key algorithm

D’ — decryption function of cipher algorithm

h(x) — hash function

M — data to sign

H —hash value

Kou — user public key

K. — user private key, private key is saved in encrypted form

Kow— web service public key

K — web service private key

Kns and K., — symmetric keys

C— crypto module in computer, it has built-in certificate of I service

Cn — crypto module in smartphone for generation, export, import, destroying key
pairs and signing hash, it has built-in certificate of W, service

L-login of user in ¥, I. maybe phone number, e-mail etc.

W - Intermediate web service to provide interaction between cryptographic
modules C. and C,,. User certificates, username and temporary user password are
stored here.

Encryption private key of user:

K = h(h(PINcode)), K ,, = E'c (K ,.) , H, =h(K).

{K', Ko, Hy} - encrypted private key, public key and hash value of PIN code.
Hash value is used for checking the PIN code.

Decryption private key of user:
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K = h(h(PINcode)), iIf H, =h(K) then K, = D' (K',,)

Registration process

Step 1: C,, asks from user to select generation new key pairs or import an existing
one.

Step 2: C,, asks user to enter PIN code

Step 3: If user selects new key pairs generation go to step 4 else go to step 7.

Step 4: C,, generates new key pairs {K,, Kou}. Cn encrypts private key, saves
{ K'pu, Kou, H } tO storage.

Step 5: C, generates Certificate Signing Request (CSR) and sends CSR to
Registration Authority(RA).

Step 6: C,, installs certificate obtained from RA, go to step 9.

Step 7: C, asks user to enter password, and imports key pairs encrypted in PFX
format.

Step 8: C,, encrypts Ky , saves { K ', Kou, Hy } and certificate to storage.

Step 9: C,, asks user to enter 1, calculates H =h(L), H'= B (H) and sends {/,, H’,

user certificate} to 7.
Step 10: W checks if D, (H')=h(L) go to step 11, else returns "Incorrect

parameters”.

Step 11: if L 1s not used by other user, then go to step 16 else go to step 12.

Step 12: W checks “Are these certificates belongs to this user or not”. For this
purpose W selects all of certificates attached to I, generates 7" random number,
calculates 7'= By (Eg (T)), and returns {77, certificates} to C,.

Step 13 C,, checks if it has any certificate that 1s in the list of certificates returned
by W, then it calculates T =Dy (D (1), T"=E, (E (T)) and sends {7,

selected user certificate} to I, go to step 15, else go to step 14. In this case X, is

private key of the selected certificate by C,,.
Step 14: C,, shows to user the message “Login is already taken”. Go to step 9.
Step 15: W checks, if 7=D, | (D, (T")), than go to step 16.

Step 16: W registers user, saves L. and user certificate in database, returns “ok™ as
status of registration, go to step 17.

Step 17: Registration is completed successfully. C,, closes the connection with /7.
Sign process

Step 1: App opens connection with C, for signing.

Step 2: C. asks to enter /. from user.

Step 3: C. generates one time password P and shows it to user as OR code.

Step 4: C, scans JR code and gets P. C, checks if user has more than one
certificates, C,, asks user to select one of them, else uses that one. C,, asks user to
enter PIN code for access to private key.

Step 5: C, asks user to enter PIN code for access to private key. C,, calculates
K = h(h(PINcode)), if H, =h(K) then K, =D (K',), else shows “PIN code is
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incorrect” message and go to step 5.
Step 6. C, calculates H',=h(P), S'=E, (H',). Cy generates Kus, calculates

P'm = E'Kms (P) > K'ms = EKpu (EKDW(KmS)) .

Step 7. C,, sends . and user selected certificate to 1.
Step 8: W generates random number 7, calculates I'=Ey (E¢ (1)), and returns 7"

to Cp.
Step 9: C,, calculates 7' = Dy (D (IM), T"=Ey (Eg (1)) and C,, sends {L, T", Py,

K's, S’y to W.
Step 10: W checks if T=D; (D (") then calculates X, =D, (D (K',)),

P=D' (P',), H=D, (§) and checks if H=h(P) than J¥ sets temporary

password P for L.
Step 11: C. generates K., calculates P, =E', (P), K',=E', (K,). C. and sends

{L, K", P';} to W for authentication.
Step 12: W calculates K, =D, (K',), P=D'; (P'.) and checks, if L and P is right

W returns to C, the user certificate else returns to C. “Login or pass is incorrect”.
Step 13: If C, gets message “Login or pass is incorrect” from W, then C. shows
message to user and go to Step 2.

Step 14: C. returns to App the user certificate.

Step 15: App sends to (. the user certificate and A for hashing.

Step 16: C. calculates H =h(M) and returns it to App, the hash algorithm
determined by the certificate for signing.

Step 17: App sends H to C, for sign.

Step 18: C. calculates H', = E', (H) and sends H'. to W

Step 19: W calculates H = D', (H',), H', = E'x (H).

Step 20: C,, gets H',, and the selected user certificate from .
Step 21: C, calculates H = D', (H',). Cy asks user to allow signing /.

Step 22: If user allows signing then C,, calculates S=£, (H), S'=E'; (5), sends

S"and “ok™ as status of the signing else sends “sign not allowed™ as status of the
signing to W.

Step 23: C, gets status and S from .

Step 24: C. returns to App the status and S.

Step 25: App checks, if status 1s ok App uses S as signature.

Step 26: App closes connection with C..

Step 27: C. closes connection with V.

Step 28: W deletes P.
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Signature verification

Step 1: App opens connection with C, for verify signature.

Step 2: App sends to C. the user certificate and M for hashing.

Step 3: C. calculates H = h(M) and returns H to App. hash algorithm determined by

the user certificate.
Step 4: App sends H, S and the user certificate to C..
Step 5: C. checks, If i =D, (S) then C, returns “signature is valid” as status of

verification, else returns “signature is not valid™ as status of verification.
Step 6: App closes the connection with C..

ITI. CONCLUSION

This article provides a description of the distributed system model for key
management. The registration process of the user, signature process, signature
verification process are presented in this paper. As a digital signature algorithm,
should be chosen one that supports encryption with public key. The distributed
system presented in this paper can be used for providing the ability to store keys in
a smartphone, and accessing to keys from other devices.
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